Auick Reference Guide

FileZilla Setup

Introduction

This document will guide you through the process of setting up FileZilla as the File Transfer
Protocol (FTP) to enable you to transfer files for use on HPC Wales’ services securely.

What is sFTP?

Secure File Transfer Protocol (sFTP) is used to transfer files from one computer to another
over a network, such as the Internet, in a secure manner. It is often used to upload data and
other documents from a private development machine to a public server. Unlike FTP, sFTP
data transport is encrypted, so no credentials or data are sent in clear text (and interceptable
by third parties).

Further details on accessing HPC Wales systems can be found in the User Guide and help
can be obtained through the Support Desk:

B E-mall support@hpcwales.co.uk
B Telephone 08452 572 207
B  Website https://hpcwprod.service-now.com/

Throughout this document, type in this font indicates what is displayed, whilst bold
type denotes user input.
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What is Filezilla

FileZilla is an open source program which can be downloaded for free from the FileZilla
website for supporting sFTP with the HPC Wales systems.

Getting Started — Download Software \

For Windows users we recommend you download FileZilla from the portable application
website as these applications can be installed without the need for administrator rights on
your pc.

FileZilla can also be installed as a portable app on a USB memory stick to then run on any
computer.

http://portableapps.com/apps/internet/filezilla portable

1. Use the link above to download the software to the required location (eg
C:\Downloads\FileZillaPortable) following the instructions.

Please note the download is approximately 5MB in size and depending on your network
connection may take time to download to your selected location or USB memory stick.

2. Navigate to the location you selected for the download then double click on the
downloaded file. Figure 1

If you see a security warning asking if you want to run, click on run.

FileZilla Portable (23]

3 a Please select a language for the installer,

|English -

[ 0K ] [ Cancel I

Figure 1 — Language selection dialogue box

3. Select the language required and Click on OK
4. Follow the installation instructions as follows from Figure 2 to 4 and click on Next, then
Install to commence the install.
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Getting Started — Download Software

i FileZilla Portable | PortableApps.com Installer = B /=5

PortableApps.com  FileZilla Portable

This wizard will quide you through the installation of FileZilla
Portable.

If you are upgrading an existing installation of FileZila
Portable, please dose it before proceeding.

Click Mext to continue,

i Mext = ][ Cancel ]

Figure 2 — PortableApps Installer window

i FileZilla Portable | PortableApps.com Installer = B /=3
Choose Components
Choose which features of FileZilla Portable you want to install. E

Chedk the compaonents you want to install and unchedk the components you don't want to
install. Click Mext to continue.,

Select components to install: FileZilla Portable (English) [Required]

[ ] additional Languages

Description

Space required: 10.0MB Position wour mouse over a component fo see ks
description,

Portabledpps, comi@

< Back ]I Mext = I[ Cancel

Figure 3 — PortableApps Installer features dialogue box
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Getting Started — Download Software

@ FileZilla Portable | PortablefApps.com Installer | B ()
Choose Install Location
Choose the folder in which to install FileZilla Portable. E

Setup will install FileZilla Partable in the following folder. To install in & different folder, dick
Browse and select another folder. Click Install to start the installation,

Destination Folder

C:\Users Downloads\FileZillaPor table Browse. ..

Space required: 10,0MB
Space available; 180,6GE

Portabledpps. comi@

< Back ]E Install ] [ Cancel ]

Figure 4 — PortableApps install dialogue box

i FileZilla Portable | PortableApps.com Installer = B /=3

PortableAppscom  Completing the FileZilla Portable
Setup

FileZila Portable has been installed on your device,

Click Finish to clase this wizard,

[ run FileZilla Portable

« Back [ Finish ] [ Cancel

Figure 5 — PortableApps install complete dialogue box
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Opening FileZilla - First Use

Navigate to the \Downloads\FileZillaPortable folder using the File Explorer and double
click on the FileZillaPortable.exe file then, Click on OK.

Welcome to FileZilla

FileZilla 3.7.3
The free open source FTF solution

Documentation
Basic usage instructions
Configuring FileZilla and your network
Eurther documentation

Getting help
Asking questions in_the File7illa forums
Reporting bugs and feature requests

You can always open this dialog again through the help menu.

Figure 6 — Opening Filezilla dialogue box

Enter sftp.hpcwales.co.uk as the host
Enter your HPC Wales username and,
password

Enter 22 for the port

Click on Quickconnect to open

a s PR

[ Filezita [B=3 §oR ™

File Edit View Transfer Server Bookmarks Help
|4~ UICIR) & v B&& | ERF M
Host: 1 Username: 2 Password: 3 port: 4 B

5 PN
Local site: l \ v | Remote site: [
=l Desktop -
Figure 7 — First connection page
You should now see the following dialogue box
1. Click on OK
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Opening FileZilla — First Use

P "

Remember passwords? @

Would you like FileZilla to remember passwords?

When allowing FileZilla to remember passwords, you can
reconnnect without having to re-enter a password after
restarting FileZilla.

@ Remember passwords

(7 Do not remember passwords

[ Ok ] [ Cancel ]

Figure 8 — Remember passwords dialogue box
If this is the first time you have opened FileZilla you will see the following dialogue box

1. Select Always trust this host...
2. Click on OK

Unknown host key @
9. The server's host key is unknown. You have no guarantee that the server is the
computer you think it is.
Details

Host: login.hpowales.co.uk: 22
Fingerprint: ssh—rsa 2048 200coad:nbe e Sinedi i Farnn ol 87

Trust this host and carry on connecting?

[ Ok ] [ Cancel

Figure 9 — Unknown host key dialogue box

Configuring FileZilla Views ‘

When FileZilla is open you will see the following screen and the red sections denote the
following:

1. The message log pane is at the top of the screen

2. The file browser on the left contains files on the local system

3. The file browser on the right contains files on the Cardiff file store
4. The transfer queue pane is at the bottom of the screen

For visual clarity we suggest turning off various panes using the View menu.
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Configuring FileZilla Views

s

[ sitp://<kills.academy@Iogin.hpewales.co.uk - FileZilla [ro]-E]
File Edit View Transfer Server Bookmarks Help

A-FEFR & v & ¥|IE X TA
|Host: sftp:/flogin.hpowales  Username:  skills. academy Password; esesssssssss  Port: |9uid<connect I[:]

Command: Is -
Status: Listing directory fhome/skills.academy
Status: Calculating timezone offset of server... 1
Command: mtime ".k5login® -
Response: 1379584594 E|
Status: Timezone offsets: Server: 3600 seconds. Local: 3600 seconds. Difference: 0 seconds.
Status: Directory listing successful -
[ Local site: Y || [Remaote site: | fhome/skills. academy - | |
-l Desktop |||z 7
| My Documents 2 - 2 home 3
-8 Computer £ . skills.acadermy
s Tt (System)
b E
) E J
= =

Filename Filesize Filetype Last medifie * [||Filename Filesize Filetype Last modified Perr *
&c Local Disk Wl 4
A €N Drive || ssh File folder 19/09/2M 310 dray ™
4| T b < M | 3

3 directories f files and 1 directory. Total size: 1,314 bytes

Server/Local file Direction Remote file Size Priority  Status

—l Queuned files l Failed transfers l Successful transfers ]

S EE Queue: empty LA

Figure 10 — Windows within FileZilla application
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